
A glitch in the Matrix - Attack as Déjà vu
Manoelito Filho

29 de agosto de 2025

Mais apoiadores:



Introduction

Security Operations Center (SOC)

Frameworks

Threat Scenarios

Conclusion and extras

00

01

02

03

04

References05



Introduction

Who am I, motivation and scope



$ whoami



Motivation



Motivation



Scope



Security Operations 
Center (SOC)

What is a SOC?



SOC, what is it?



SOC, what is it?

“SOC is not SIEM”
by someone smart

SIEM: Security Information and Event Management



SOC, what is it?



SOC, more than MDR

Detection Engineering 

Threat Intelligence

Threat Hunting

Digital Forensics



SOC, incident types

Person-made



SOC, incident response and 
run/playbooks



SOC, attack path + intelligence

Send

Open

Download Contains Install

Explore

Persistence

Communicate
Command 

and Control

Defense 
Evasion

Discovery, 
Collection, etc.

Lateral Movement, Privilege Escalation, 
Collection, Exfiltration, Impact…

Use case driven by correlation between events, 
network traffic, behavior or anomaly detection 
and the log sources available.



SOC, incident characteristics and 
handling

● Severity (classification)

● Level / tag (enrichment);

● Incident handling (analysis);

● Runbook / Act / Call;

● Escalation (correlation / hunting);

● Containment, Eradication, and 

Recovery;

● Lessons learned.



Frameworks

Attacker thinking and some frameworks:

Cyber Kill Chain, Insider Threat Kill Chain 
and Mitre Att&ck.



Insider Threat Kill Chain, by stage



Insider Threat Kill Chain, by stage



Mitre Att&ck, by tactics



Mitre Att&ck, disclaimer



Mitre Att&ck, the matrix

Multiple attack mapped by 
environment / sector to 
model threat scenarios
with attacker mindset.



Threat Scenarios

Modeling with knowledge of business



Threat scenarios, what are they?

Campaign may 
imply insistence

Fonte: csrc.nist.gov/glossary/term/threat_scenario

https://csrc.nist.gov/glossary/term/threat_scenario


Threat scenarios, attack path and mindset



Threat scenarios, ex: phishing

1) Phishing detected with a spreadsheet attached, 
without macros, claiming to be confidential content for 
a specific department.

2) Phishing detected with a link to a form that may 
attempt to steal the user's credentials, to everyone.

3) Phishing detected with a malware attached, claiming 
to the execution.

4) Phishing detected from a C-level account!!!



Phishing, some techniques and 
tactics

(T1566)
Phishing

Tactic: Initial Access

Sub-techniques:
T1566.001,
T1566.002,
T1566.003,
T1566.004

(T1598)
Phishing for Information
Tactic: Reconnaissance

Sub-techniques:
T1598.001,
T1598.002,
T1598.003,
T1598.004

(T1534)
Internal Spearphishing

Tactic: Lateral Movement

Related tactics: Resource Development, Initial Access, Execution, Defense Evasion, Discovery, 
Lateral Movement… always business-oriented!

https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1598/
https://attack.mitre.org/techniques/T1534/


Threat scenarios, appropriate 
classification

Considering:

● Priority;

● Impact;

● Responsible team;

● Resolution time;

● Mitigation!



Threat scenarios, 
business-oriented

● Knowledge of business;

● Specific behavior detection;

● Special anomaly detection;

● Cross-department correlation 

(DLP, NAC, etc.);

etc.



Conclusion

Because conclusion is also important



Conclusion, complex and abstract



Conclusion, what have we 
learned?

● Appropriate classification <3;

● Threat modeling mapped by environment / sector;

● Balance between cost, risk and maturity;

● Attacker mindset is very useful;

● Use cases business-oriented;

● Deep details making the difference;

● Efficient and effective incident handling;

● There are no bugs in the matrix… really? :)



Thank you!

by Manoelito Filho (LinkedIn)
Suggestions and questions?

ping me ;)

https://www.linkedin.com/in/manoelitofilho/
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Extra!

Do you want to dive a little deeper?



Extra, EnSI - 02 e 03 de Outubro



Extra, HackBahia - 04 de Outubro de 2025



Extra, Nullbyte - 08 de Novembro de 2025





Extra, Oxum Hacker Conf - 31 de Janeiro de 2026



Thank you!

by Manoelito Filho (LinkedIn)
Suggestions and questions?

ping me ;)

https://www.linkedin.com/in/manoelitofilho/

